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Execution model
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x00
A:  0x00
B:  0x00
C:  0x00
D:  0x00
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x05
A:  0x01
B:  0x00
C:  0x00
D:  0x00
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x0a
A:  0x01
B:  0x02
C:  0x00
D:  0x00
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x0f
A:  0x01
B:  0x02
C:  0x03
D:  0x00
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x10
A:  0x01
B:  0x03
C:  0x03
D:  0x00
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x11
A:  0x01
B:  0x03
C:  0x03
D:  0x00
Z
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x18
A:  0x01
B:  0x03
C:  0x03
D:  0x00
Z
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Execution model

A simple example
● IP: Instruction Pointer (aka PC, Program Counter)
● A, B, C, D: registers

0x00:  mov $1, A
0x05:  mov $2, B
0x0a:  mov $3, C
0x0f:  add A, B
0x10:  cmp B, C
0x11:  jz zero
0x12:  mov $41, A
0x17:  jmp end
0x18: zero:
0x18:  mov $42, A
0x1d: end:

IP: 0x1d
A:  0x2a
B:  0x03
C:  0x03
D:  0x00
Z
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Registers
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Various register sizes

● Originally called A, B, C, D (8bits)
● Then called AX, BX, CX, DX (16bits) (plus AL, AH, etc.)
● Then called EAX, EBX, ECX, EDX (32bits)
● Then called RAX, RBX, RCX, RDX (64bits)
● Bets on the 128bit name?

In the following, will mostly use 32bit names (eax etc.)

AHAX ALEAXRAX

078153163



  15

Various register sizes

Instruction suffixes
● movb $1, %al    # 8bits
● movb $1, %ah    # 8bits, high
● movw $1, %ax    # 16bits
● movl $1, %eax   # 32bits
● movq $1, %rax   # 64bits
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Various registers

General-purpose
● RAX
● RBX
● RCX (counter)
● RDX

Indexing
● RSI (source)
● RDI (destination)

New with 64bit
● R8…R15

More to come, but later
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Result eflags
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Result eflags (2)
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Instructions
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Additive instructions

Mnemonic Operand Operand Operation Touched Flags

add src dst src + dst → dst

OF, SF, ZF,
AF, CP, PF

sub src dst dst - src → dst

inc dst dst + 1 → dst

dec dst dst - 1 → dst

neg dst -dst → dst OF, SF, ZF, AF, PF
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Multiplicative instructions

Mnemonic Operand Operation Touched Flags

mul src %eax * src → %edx:%eax (unsigned)
CF, OF

imul src %eax * src → %edx:%eax (signed)    

div dst %edx:%eax / src → quot:%eax, rest:%edx (unsigned) OF, SF, ZF,
AF, CP, PFidiv dst %edx:%eax / src → quot:%eax, rest:%edx (signed)    
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Shift/rotate instructions

Mnemonic Operand Operand Operation Touched Flags

shl cnt dst dst << cnt → dst (unsigned)

CF, OF

shr cnt dst dst >> cnt → dst (unsigned)

sal cnt dst src << cnt → dst (signed)   

sar cnt dst dst >> cnt → dst (signed)   

rol cnt dst left rotate ‘dst’ of ‘cnt’ bits

ror cnt dst right rotate ‘dst’ of ‘cnt’ bits
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Bitwise instructions

Mnemonic Operand Operand Operation Touched Flags

and src dst src & dst → dst

SF, ZF, PF
or src dst src | dst → dst

xor src dst src ^ dst → dst

test op_1 op_2 op_1 & op_2 (result discarded)

not dst ~dst → dst

cmp op_1 op_2 op_2 - op_1 (result discarded) OF, SF, ZF, AF, CF, PF
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Jump instructions

Mnemonic
(unsigned / 

signed)
Operand Operation

jmp addr Jump to ‘addr’ (unconditional jump)

ja = jnbe /
jg = jnle

addr
Jump to ‘addr’ if above = not below or equal /

greater = not less or equal

jae = jnb = jnc /
jge = jnl

addr
Jump to ‘addr’ if above or equal = not below = no carry /

greater or equal = not less

jna = jbe /
jng = jle

addr
Jump to ‘addr’ if not above = below or equal /

not greater = less or equal

jnae = jb = jc /
jnge = jl

addr
Jump to ‘addr’ if not above or equal = below = carry /

not greater or equal = less

je = jz addr Jump to ‘addr’ if equal / zero (ZF = 1)

jne = jnz addr Jump to ‘addr’ if not equal / non-zero (ZF = 0)

js / jns addr Jump to ‘addr’ if signed (SF = 1) / not signed (SF = 0)
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Jump instructions (2)

Compute %ebx - %eax

If result ≤ 0 go to L0
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Jump instructions (3)

Small loop

.globl main
main:
  movl $0, %eax
L0:
  #…
  addl $1, %eax    # count one loop done
  cmpl %ebx, %eax  # compute %eax - %ebx
  jl  L0           # If < 0, %eax < %ebx, goto L0
end:
  ret
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Miscellaneous instructions

Mnemonic Operand Operation

loop addr decrement %ecx, jump to ‘addr’ if %ecx > 0

loope / 
loopz

addr decrement %ecx, jump to ‘addr’ if %ecx > 0 and ZF = 1

loopnz / 
loopnz

addr decrement %ecx, jump to ‘addr’ if %ecx > 0 and ZF = 0

nop (0x90) No Operation
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How about memory?
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Memory locations

Different types of operands

● Registers
  movl %eax,%ebx

● Immediates
  movl $1, %eax    # constant
  movl $0xa, %eax  # constant
  movl $a, %eax    # address of label/symbol

● Direct memory locations
  movl 1, %eax     # !!
  movl a, %eax     # reference to label/symbol
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Memory locations

Indirect memory locations
movl (%ebx),%eax         # address ebx
movl 4(%ebx),%eax        # address ebx+4
movl -4(%ebx),%eax       # address ebx-4
movl t(%ebx),%eax        # address t+ebx
movl (%ebx,%ecx),%eax    # address ebx+ecx
movl (%ebx,%ecx,2),%eax  # address ebx+ecx*2
movl t(%ebx,%ecx,4),%eax # address t+ebx+ecx*4
movl t(,%ecx,2),%eax     # address t+ecx*2
...
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Move instructions

Mnemonic Operand Operand Operation

mov src dst src → dst

xchg src dst src ↔ dst

lea addr reg addr → reg
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Move instructions

+ index increment! (or decrement if DF = 1)

movl $var,%edi
movl $123,%ecx
cld
rep stosb

Mnemonic Operand Operand Operation

movs - - (%esi) → (%edi)

lods - - (%esi) →%eax

stos - - %eax → (%edi)

cmps - - (%edi) - (%esi)

Prefix Repetition

rep while %ecx > 0

repe / repz while %ecx > 0 and ZF = 1

repne / repnz while %ecx > 0 and ZF = 0

+ ecx decrement!
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Move instructions

# if (a < b) x = 1

cmpl    %eax, %ebx     # compute %ebx-%eax
cmovgel $1, x          # if > 0, set x to 1

Mnemonic Operand Operand Operation

cmovxy src dst src → dst if xy
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Floating-point computation
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x87 floating point

● Float is 32bit wide
● Double is 64bit wide
● Processor computes with 80bits!

– 1bit sign
– 15bits exponent
– 64bits mantissa

● Registers accessed as stack
– No direct access

● push / pop

– MMX fixed that, but 64bit
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x87 floating point status (stw)
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x87 instructions
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x87 instructions (2)

faddp

fadd

fsubp

fmulp

fdivp

fdiv

fmul

fsub
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x87 instructions (3)
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x87 instructions example
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SSE

XMM registers
● 128 bits
● Can pack small arrays of data

AVX2: YMM registers
● 256 bits

AVX512: ZMM registers
● 512 bits
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SSE instructions
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Registers recap
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Legacy 32bit registers



  45

64bit registers
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ALL 64bit registers with avx 512

8-bit register
16-bit register

32-bit register
64-bit register

80-bit register
128-bit register

256-bit register
512-bit register

ZMM0 YMM0 XMM0 ZMM1 YMM1 XMM1

ZMM2 YMM2 XMM2 ZMM3 YMM3 XMM3

ZMM4 YMM4 XMM4 ZMM5 YMM5 XMM5

ZMM6 YMM6 XMM6 ZMM7 YMM7 XMM7

ZMM8 YMM8 XMM8 ZMM9 YMM9 XMM9

ZMM10 YMM10 XMM10 ZMM11 YMM11 XMM11

ZMM12 YMM12 XMM12 ZMM13 YMM13 XMM13

ZMM14 YMM14 XMM14 ZMM15 YMM15 XMM15

ZMM16 ZMM17 ZMM18 ZMM19 ZMM20 ZMM21 ZMM22 ZMM23

ZMM24 ZMM25 ZMM26 ZMM27 ZMM28 ZMM29 ZMM30 ZMM31

ST(0) MM0 ST(1) MM1
ST(2) MM2 ST(3) MM3
ST(4) MM4 ST(5) MM5
ST(6) MM6 ST(7) MM7

CW FP_IP FP_DP FP_CS
SW
TW

FP_DS
FP_OPC FP_DP FP_IP

RAXEAXAXAHAL

RBXEBXBXBHBL

RCXECXCXCHCL

RDXEDXDXDHDL

R8R8DR8WR8B

R9R9DR9WR9B

R10R10DR10WR10B

R11R11DR11WR11B

R12R12DR12WR12B

R13R13DR13WR13B

R14R14DR14WR14B

R15R15DR15WR15B

RBPEBPBPBPL RDIEDIDIDIL RIPEIPIP

RSIESISISIL RSPESPSPSPL

CR0MSW

CR1
CR2
CR3

MXCSR

CR4
CR5
CR6
CR7
CR8
CR9

CR10
CR11
CR12
CR13
CR14
CR15

DR0
DR1
DR2
DR3
DR4
DR5

DR6
DR7
DR8
DR9

DR10
DR11

DR12
DR13

DR14
DR15

CS SS DS
ES FS GS

GDTR IDTR
TR LDTR

RFLAGSEFLAGSFLAGS

From wikipedia X86 page, CC-BY-SA 3.0
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How to enter the kernel?
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Entering the kernel

● User programs run in userland
● Need to interact with the world

System call
● ~= function call
● But change address space
● Thus special instruction

● int $0x80
– System call number in %eax
– Parameters in %ebx, %ecx, %edx, %esi, %edi
– Return value in %eax

● Syscall
– System call number in %rax
– Parameters in %rdi, %rsi, %rdx, %r10, %r8, %r9
– Return value in %rax

User-land                             

Kernel-land                           

System call
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Entering the kernel

System call number
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32bit system calls

See in /usr/include/*/asm/unistd_32.h

_
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64bit system calls

See in /usr/include/*/asm/unistd_64.h
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Hello, world!
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!! AT&T vs Intel !!
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AT&T vs Intel
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AT&T vs Intel (2)
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Compiling / disassembling
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Compiling with gcc

#> echo $? #> echo $?
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Compiling with as / ld

#> echo $? #> echo $?
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Gdb in textmode
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Gdb in tui mode

● Control-x 2
several times
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Disassembling with objdump



  62

Disassembling with objdump
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Disassembling with objdump
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Disassembling with objdump
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Disassembling with objdump
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Disassembling with objdump
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More with objdump

● Disassemble functions
  objdump -d test

● Disassemble everything
  objdump -D test

● Show headers
  objdump -x test

● Show symbols
  objdump -t test

● Show dynamically-loaded symbols
  objdump -T test

● … and more…
● Also, readelf
  readelf -a test



  68

Disassembling with radare2
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References (1)
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References (2)


